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Transport Layer Security (TLS)
Introduction

• Used in the vast majority of websites

• Enabled-by-default in Android and iOS

applications

• Default network security protocol

in IoT devices
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Sample TLS Certificate (Encoded)

­­­­­BEGIN CERTIFICATE­­­­­

MIIFYjCCBEqgAwIBAgIQd70NbNs2+RrqIQ/E8FjTDTANBgkqhkiG9w0BAQsFADBX

MQswCQYDVQQGEwJCRTEZMBcGA1UEChMQR2xvYmFsU2lnbiBudi1zYTEQMA4GA1UE

CxMHUm9vdCBDQTEbMBkGA1UEAxMSR2xvYmFsU2lnbiBSb290IENBMB4XDTIwMDYx

........

9U5pCZEt4Wi4wStz6dTZ/CLANx8LZh1J7QJVj2fhMtfTJr9w4z30Z209fOU0iOMy

+qduBmpvvYuR7hZL6Dupszfnw0Skfths18dG9ZKb59UhvmaSGZRVbNQpsg3BZlvi

d0lIKO2d1xozclOzgjXPYovJJIultzkMu34qQb9Sz/yilrbCgj8=

­­­­­END CERTIFICATE­­­­­
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Sample TLS Certificate (Decoded)
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Challenges in Certificate Validation

• Certificate validation can neither fail-open,

nor fail-close

• Validation software susceptible to

programming bugs

• Protocol RFCs are ambiguous
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Testing TLS Certificate Validation

8



Testing TLS Certificate Validation
Approach 1: Use Real World Certificates

Issue

Edge cases are rare...
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Testing TLS Certificate Validation
MLCerts and Model Hallucinations

Prompt How many ‘r’ characters appear in the word “strawberry”

Answer There are two ‘r’ characters in the word “strawberry”

Model Hallucinations

Syntactically correct, semantically invalid outputs.
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Methodology

Step 1: Training Datasets

• IPv4, Modern, and Balanced datasets

• 100K TLS Certificates

Insight

Multiple datasets to learn different

certificate features.
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Methodology

Step 2: Model Inputs

• PyCrate to convert certificates

from PEM to ASN.1 value notation.

Insight

TLS certificates can be represented in a

verbose textual notation.
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Methodology

Step 3: Language Models

• Use RNNs and GPTs.

• RNN-Small (1 mil. parameters).

• RNN-Medium (10 mil. parameters).

• GPT-Finetuned (125 mil. parameters).

• GPT (125 mil. parameters).

Insight

Unclear if large language models

(LLMs) would help or hurt testing.
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Methodology

Step 4: Generate Synthetic Certificates
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Methodology

Step 5: Convert into PEM format
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Methodology

Step 6: Differential Testing
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Methodology

Step 7: Discrepancy Analysis
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Key Result # 1
MLCerts Finds Unique Discrepancies
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Key Result # 3
MLCerts Finds New Bugs
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Key Result # 3
MLCerts Finds New Bugs

• GnuTLS accepts certificates expiring on February 31st.

• Some libraries allow for leap seconds in time value

YYMMDDHHMM60 instead of YYMMDDHHMM[0-59]
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Takeaways

• Language models can learn an approximate

input grammar suitable for testing.

• Large language models are not necessarily

needed.

• Techniques needed to “guide” the model

towards producing diverse testcases.

Paper and artifacts:

softsec.link

https://softsec.link/
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